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Plan and execute penetration tests on wireless networks with the Kali Linux distribution

About This Book

Learn the fundamentals of wireless LAN security and penetration testing●

Discover and attack wireless networks using specialized Kali Linux tools●

A step-by-step, practical guide to wireless penetration testing with hands-on examples●

Who This Book Is For

This book is targeted at information security professionals, penetration testers and network/system
administrators who want to get started with wireless penetration testing. No prior experience with Kali Linux
and wireless penetration testing is required, but familiarity with Linux and basic networking concepts is
recommended.

What You Will Learn

Explore the penetration testing methodology and its various phases●

Install Kali Linux on your laptop and configure the wireless adapter●

Scan and enumerate wireless LANs and point out their vulnerabilities●

Understand the WEP security protocol and the techniques to crack the authentication keys and break it●

Become proficient with the WPA/WPA2 protocol and use Kali Linux tools to attack it●

Attack the access points and take control of the wireless network●

Launch advanced attacks against clients●

Produce stunning and effective reports●

In Detail

Kali Linux is the most popular distribution dedicated to penetration testing that includes a set of free, open
source tools.

This book introduces you to wireless penetration testing and describes how to conduct its various phases.
After showing you how to install Kali Linux on your laptop, you will verify the requirements of the wireless
adapter and configure it. Next, the book covers the wireless LAN reconnaissance phase, explains the WEP
and WPA/WPA2 security protocols and demonstrates practical attacks against them using the tools provided
in Kali Linux, Aircrack-ng in particular. You will then discover the advanced and latest attacks targeting
access points and wireless clients and learn how to create a professionally written and effective report.
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From reader reviews:

Alfred Wolff:

The book Kali Linux Wireless Penetration Testing Essentials make one feel enjoy for your spare time. You
need to use to make your capable considerably more increase. Book can for being your best friend when you
getting anxiety or having big problem with the subject. If you can make looking at a book Kali Linux
Wireless Penetration Testing Essentials to become your habit, you can get more advantages, like add your
capable, increase your knowledge about several or all subjects. It is possible to know everything if you like
start and read a publication Kali Linux Wireless Penetration Testing Essentials. Kinds of book are several. It
means that, science guide or encyclopedia or other people. So , how do you think about this reserve?

Sandra Jordon:

Reading a book can be one of a lot of exercise that everyone in the world really likes. Do you like reading
book consequently. There are a lot of reasons why people fantastic. First reading a publication will give you
a lot of new details. When you read a book you will get new information simply because book is one of a
number of ways to share the information as well as their idea. Second, reading a book will make an
individual more imaginative. When you reading a book especially fictional book the author will bring one to
imagine the story how the characters do it anything. Third, you can share your knowledge to some others.
When you read this Kali Linux Wireless Penetration Testing Essentials, you may tells your family, friends
and soon about yours publication. Your knowledge can inspire average, make them reading a guide.

Bennie Gale:

The reason why? Because this Kali Linux Wireless Penetration Testing Essentials is an unordinary book that
the inside of the e-book waiting for you to snap it but latter it will jolt you with the secret the idea inside.
Reading this book close to it was fantastic author who also write the book in such remarkable way makes the
content interior easier to understand, entertaining method but still convey the meaning entirely. So , it is
good for you because of not hesitating having this nowadays or you going to regret it. This phenomenal book
will give you a lot of gains than the other book have got such as help improving your expertise and your
critical thinking approach. So , still want to hesitate having that book? If I were being you I will go to the
publication store hurriedly.

John Schreiber:

The book untitled Kali Linux Wireless Penetration Testing Essentials contain a lot of information on the
item. The writer explains the woman idea with easy method. The language is very easy to understand all the
people, so do certainly not worry, you can easy to read the item. The book was written by famous author.
The author brings you in the new period of literary works. It is easy to read this book because you can keep
reading your smart phone, or device, so you can read the book with anywhere and anytime. In a situation you
wish to purchase the e-book, you can open their official web-site and order it. Have a nice study.
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